This transformation is part of Fourth industrial revolution (Industry 4.0). Several challenges are obstacle in the digitalization, one of them is talent in this field. There are not many available automation or control labs equipped with advance automation technologies in the educational institutions. To produce more force for IoT, engineering intuitions need to improve their curriculum and engineering lab facilities. In this paper, a technology-based learning system is proposed for learning IoT. The design of this system purposely developed for control lab for undergraduates and postgraduate students. This system offers a low-cost development using industrial standard controller, which is suitable for industrial and enterprise applications prototyping. Three modules are prepared to train the students; 1) Introduction to IoT & Industry 4.0, 2) controller programming, configuration and machine to machine (M2M) communication and 3) design and development of web and mobile applications. All students implemented and tested the industrial standard IoT application in the end of Session. The design and implementation result shows the learning experience of students has been improved and motivates the institutions to apply this low-cost system to fulfil the future talent demand in this field.
I. INTRODUCTION
The "Industry 4.0" concept initiated the fourth technological revolution based on concepts and technologies which includes cyber physical systems, Internet of Things (IoT) and the Internet of Services (IoS) [1] , [2] . During the first three industrial revolutions, humans have witnessed and invented mechanical, electrical, and information technologies, which were designed to increase the productivity of the production process. The first industrial revolution increased the efficiency by using hydropower, the machine tools development and use of steam power was increased. The second industrial revolution offered mass production by using electric power in assembly lines. The third industrial revolution further accelerated towards automation systems with the invention of electronics and information technology and now the fourth industrial revolution introduced the cyber physical systems technology to combine the real world with the information age for future development of industries.
In the dramatically changing world of engineering giving rise to the Internet of Things (IoT), a global computing infrastructure in which trillions of connected devices that permeate the world we live in [3] . The term Internet of Things (IoT) was first coined by Kevin Ashton in 1999 in the context of supply chain management [4] . However, in the past decade, the definition is extending to a wide range of applications like utilities, healthcare, transport, etc. [5] .
The elements of Internet of Things can be realized in three parts namely i) things oriented, ii) internet-oriented and iii) semantic-oriented [6] . The first layer can be defined as "Hardware".
Sensors, actuators and embedded communication hardware system is the part of this layer. Second layer defined as "Middleware". It consists of ONDemand storage and cloud computing tools for data analytics and third layer is defined as "Presentation". The layer offers visualization and interpretation tools which can be widely accessed on different platforms for different application. [7] . The architecture of IoT is shown in Figure 1 Although the IoT vision has great potential towards future technology, many complex technical, social, and economic questions remain unaddressed. In the scope of IoT technologies, the role of hardware and software platforms that accelerate the reduction of ideas to working with prototypes is an interesting thought [8] .
II. INTERNET OF THINGS (IOT) IN EDUCATION
The IoT technologies are one of the rapidly changing the world system nowadays. China, for example, has started a strategic program for promoting the development of key technologies and applications in the IoT field, which focuses on transportation, electricity, agriculture, logistics, and other major areas. In addition, enterprises like, Cisco, IBM, Alcatel-Lucent and Intel are doing research and implementation on IoT technologies from past several years. Intel is planning for a joint venture IoT research laboratory with collaboration of the Beijing Municipal Government and the Institute of Automation of the Chinese Academy of Sciences. The University of London offers a four-year BSc (Eng) in IoT engineering. ETH Zurich has offered an MSclevel seminar on "Business Aspects of the IoT", while they also teaching the basics of IoT in BSc and MSc programs [3] . Enterprises are predicting the IoT will be beneficial for the future transformation. In the NMC Horizon Report: 2012 Higher Education Edition [9] , a yearly survey, the impact of current and future technologies on education, mentioned the IoT the first time in its 2012 edition and predicts its likely adoption by 2016 or 2017.
In china, the researchers are investigating the IoT's potential for reforming both vocational and university education. It is not only belong to education, it includes the IoT technologies implementation in education sector like RFID, sensor networks to improve the management and environment of educational system [10] . For example, Northern Arizona University (NAU) uses student cards that are embedded with RFID tags to track class attendance [11] , and the El Paso Health Sciences Center at Texas Tech University has adopted a campus-wide RFID system to track the location of science lab equipment and resources [12] . The world's largest successful distance learning university "The Open University" has developed a course for learning IoT in 2011 [3] . This course was designed for those students who had no programming experience in computing. The developed IoT course details are described by layers in below section:
• The SenseBoard Arduino microcontroller was used which has I/O devices, including a slider, a pushbutton, a six LEDs, and analog inputs ports for sensors. A thermistor, phototransistor, and a stepper motor was used for practical's.
• The Sense (a visual programming environment), helps students in quick learning and to develop SenseBoard programs. It can be used on windows, mac, and linux operating systems.
• A cloud infrastructure connects the SenseBoard's of all participants on same time. This allows them to build a collaborative IO's applications. The author claims that this capability is not exist in most of the comparable toolkits.
For learning IoT and Wearable Technology a hackathon workshop was conducted in Ireland [16] for promoting career in the field of computer science. All participants learned programming skills in previous session. Students developed their prototypes based on given hardware like Raspberry Pi, Arduino, basic Sensors and servos. Twenty-one (21) students participated in this event. It was effective experience for students and a great motivation for learning modern technologies.
For teaching Internet of Things (IoT) in university curricula [17] developed a low-cost and open-source platform. The elements of the proposed platform were divided into five layers. The sensing layer has four analog sensors, three gas sensors and one rain sensor. The Arduino/Genuino UNO Rev3 was used as access layer. In network layer, LAN network was used to transfer the sensor data to the cloud platform and Internet link for ThingSpeak platform using HTTP protocol. ThingSpeak platform was used as middleware and application layer. The platform provides collection, storage, analysis and visualization of data from inputs and outputs. Indoor air pollution monitoring can be defined as application layer in this platform because of sensors and representing sensor data graphs on cloud platform. This platform offers a low cost by using basic sensors with Arduino UNO microcontroller development kit and open source IoT cloud platform.
For learning IoT, controller is the main component. The study of controller programming is major subject that could help students from all skill levels to develop their logical thinking and propose functional prototypes to solve their everyday life problems in automation and robotic. The applicability of these technologies makes them to become excellent in learning objects by allowing interaction from the learners. Few controllers are well known in engineering. Firstly, programmable logic controller (PLCs) [13] is one of the special microprocessor based industrial controller that still widely used in the manufacturing industries. Most of the PLC programmers used ladder diagram (LAD) for its programming. Secondly, microcontrollers are popular in education and small projects specially Arduino development board [14] . It can be programmed in High-Level Programming languages like; C, C++, and Java. Thirdly, Raspberry Pi is a Linux-based microcomputer [15] which is also used for prototyping in engineering education. Python as a High-Level Programming language used for Raspberry Pi.
The current PLC learning systems are lacking in IoT integration. Students are unable to use PLC for their prototypes due to its high cost and high-level programming and installation skills requirement. The Arduino and Raspberry Pi microcontroller prototypes helps students in a certain level to develop their IoT prototypes, but still cannot be upgraded into purely industrial level product. This is because, most of the industries more focused toward PLC controller. However, if students tend to use PLC in their learning, they have to deal with two difficulties, high cost devices and special skills requirement. Besides that, there are also other issues which students and researchers facing nowadays regarding to the common problems in existing control lab systems for learning IoT. Below are the major issues stated.
• The existing control engineering labs already consists of industrial standard PLC systems but lacking in IoT features.
• The IoT is being taught on the prototype scale controllers and microcomputers, which not fulfils the industrial grade applications.
In this study a IoT controller is utilized with three phase induction motor for an industrial standard application. The IoT controllers, also called IoT Gateways are designed to meet the vision of industrial transformation. IoT controllers / gateways are middle-tier components that primarily collect information from front-end devices and sync to the cloud computing system [18] , [19] .
III. SYSTEM DESIGN

A. System Hardware
The system hardware comprises the controller, power supply, Wi-fi dongle, operator interface components, four (4) channel relay shield, 3-phase circuit breaker and magnetic contactors. Several controllers were reviewed during selection and few features taken into consideration like, visual and high-level programming, IoT communication protocols support, industrial certifications and built-in general-purpose input & outputs (GPIO's). Siemens Simatic IoT 2020 was selected. It belongs to Simatic IoT2000 Series. This family offer a robust, compact and flexible solution with a focus on the IoT environment. The key features are, high degree of ruggedness, compact design (Din-Rail / Wall mount), Ethernet and USB interfaces, internal interfaces for Arduino compatible Shields and Mini PCIe card, freely programmable interfaces and maintenance free operation is possible. The Simatic IoT2020 can be program with high level programming languages with open source software's like, IDE, Python and eclipse. It operates on Linux (Yocto V2.1) based operating system and hardware designed for the reliable 24/7 operation even in harsh condition [20] . Developed system is shown in Figure 1 
C. Controller Programming
The The Simatic IoT2020 can be programmed through high level programming languages with open source software's like, IDE, Python and eclipse. In addition, for fast configuration and programming, Node-Red [21] can be used. In these development, Node-Red is used for programming of Simatic IoT2020. The Node-Red is a flow-based programming for Internet of Things devices. Is offers an easiest way of configuring the hardware devices to online services. It can be installed in windows or linux operating systems. There is no special software for programming editor, it just accessed by the browser for wiring the flows using wide range of Node-Red nodes in the palette and can be deployed to the controller with a single-click. A built-in library allows to save flows, templates and functions, which can be re-used and shared to the third person. Additionally, for complex logics, JavaScript functions can be created within the editor using a rich text editor.
D. Communication Protocol
Message Queue Telemetry Transport (MQTT) communication protocol is an application layer protocol designed for devices which have limited power resource. It uses a topic-based publish (Pub) and subscribe (Sub) method. This means that when a client (C) publishes a message (M) to a specific topic (T), then all the clients (C) subscribed to the topic (T) will receive the message (M). Three Quality of Service (QoS) levels can be used in this protocol. QoS level zero (0) means that a message is delivered at most once and no acknowledgement of reception is required. QoS level one (1) means that every message is delivered at least once and confirmation of message reception is required. In QoS level two (2), a four-way handshake mechanism is used for the delivery of a message exactly once [22] .
E. Mobile Application
MQTT Dash (IoT, Smart Home) is used for mobile application development in workshops / lab sessions. It is an android application, which supports MQTT communication protocol [23] . It supports multiple dashboards, communication on MQTT protocol and good for machine to machine (M2M) communication. 
F. Cloud / Web Application
Cl " oud computing is a model for enabling ubiquitous, convenient, on-demand network access to a shared pool of configurable computing resources that can be rapidly provisioned and released with minimal management effort or service provider interaction" [24] In this study, Adafruit platform is used as cloud/web platform for the development of cloud/web applications. Adafruit IO is an IoT web platform, it makes data useful by allowing simple data connections with basic programming skills. Adafruit dashboards allow to visualize and control input/output data from web browser like; Google Chrome, Mozilla Firefox or Safari. It is easy to configure, within few minutes our physical layer can be connected with cloud layer to implement IoT projects. In one project, multiple dashboard can be added and in one dashboard, multiple blocks can be added according project design or requirement. Charts, Switches, graphs, Sliders, Button Panels, gauges and logging are available for decisions and understanding the physical (sensor & actuator) world from anywhere through web-based dashboards [25] . This technology-based learning system is a new platform for engineering students to develop the IoT applications which includes the hardware connectivity, controller programming, dashboards, IoT mobile application and web applications. Several students reported that they implemented these technologies in their FYP's and IDP's. The modules are focused on the connectivity and IoT applications because all the engineering students are well-known with the field devices such as sensors and actuators but don't have the connectivity and IoT mobile / web application development expertise. It gives student real time experience to implement the industrial based application for monitoring and control of 3-phase induction motor form the IoT mobile application and through web/cloud application. 
VI. CONCLUSION
The development of this low-cost and open-source technology-based learning system for IoT learning were successfully implemented and evaluated at university level. The developed system is a full combination of industrial grade including physical, control, communication and cloud layer compatibilities. These features offer the best solution since this type of platform are not available elsewhere. This new project-based learning system could become as alternative industrial pathway in teaching IoT technologies. This research concludes that, in order to enhance student skills in industrial control technique, it is necessary to expose the student with the latest update of control technologies. Using this latest technology-based learning system; it sufficient to meet industrial demand for marketable student in the future. Having this learning platform is the best practice to support the students for their survival in control and IoT industry after graduation. 
